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Human Accuracy on Hard Cases 

Alastair MacGregor, the UK 
Biometric Commissioner whose 

three-year tenure was due to end in 
March, has raised concerns about the 
retention of facial images by English 
police and the use to which biometric 
material is being put. 

In his annual report published in March he 
highlights the failure to develop a biometric 
strategy, the issue of biometric matches car-
ried out with unlawfully held material, the 
‘speculative searching’ of DNA profiles and 
fingerprints, and the international sharing of 
biometric material. 

At the same time, the report indicates that 
records of the biometric details of subjects of 
counter-terrorism investigations ‘have been, or 
will have to be, deleted even though there may 
well have been good reasons for keeping them 
on national security grounds’.

MacGregor also spells out ongoing concerns 
about the establishment and operation of a 
national police database of custody photo-
graphs to which facial recognition technol-
ogy is applied and the limited progress that 
has been made in relation to those matters 
– despite the announcement of a Home Office 
review in December 2014 and the observations 
made by the House of Commons Science and 
Technology Committee in March 2015.

“Although it is now some 18 months since I 
first raised those concerns with the police and 
with Home Office officials, the position ‘on 
the ground’ appears to remain much as it was 
when I submitted my 2014 Report,” reports 
MacGregor. 

He adds, “In particular, the upshot of the 
Home Office review has yet to be published 
and it is my impression that, in the absence of 
any clear ‘steer’ from the Home Office, police 

forces in England and Wales have continued 
to upload custody images to the regardless of 
whether the individuals in question have or 
have not been convicted of, or even charged 
with, an offence; all the custody photographs 
on the PND have continued to be searched 
against by forces using facial recognition soft-
ware; and few if any steps have been taken to 
remove from that database the custody photo-
graphs which, in the light of the judgment in 
R (RMC and FJ) v MPS, it seems likely that 
the police should no longer be retaining. I see 
no reason to believe that that situation will 
quickly change even after the results of the 
Home Office review are published.”

MacGregor also emphasises his concern 
about the impact of these failures on public 
confidence in biometric technology: “Among 
other things – and as I have repeatedly made 
clear – I am concerned that the considerable 
benefits that could be derived from the search-
ing of custody images on the PND may be 
counterbalanced by a lack of public confidence 
in the way in which the process is operated, 
by challenges to its lawfulness and by fears of 
‘function creep’.”

The report also notes that as a result of recent 
developments in forensic genetics it is or soon 
will be possible for police forces to derive much 
more information from traces of DNA that are
left at crime scenes than has previously been the 
case and that emerging technologies in that field 
allow for increasingly confident predictions to 
be made about the likely appearance, age and 
ancestry of the person, about their relatedness 
to third parties and/or about their proneness to 
certain medical conditions.

* The report may be viewed at  
http://tinyurl.com/BTT201604news1
* See comment page 12
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First identified six years ago, the skills of super 
recognisers are effectively the flip side of the 
cognitive disorder known as ‘prosopagnosia’ or 
face blindness – made famous by neurologist 
Dr Oliver Sacks in his book ‘The Man Who 
Mistook His Wife for a Hat’, which featured 
the case of Dr. P who was unable to distin-
guish faces including that of his own spouse. 
Super recognisers are at the opposite end of 
the spectrum and their existence was first 
confirmed in 2009 by Harvard University’s 
Richard Russell and two fellow researchers, 
Brad Duchaine and Ken Nakayama. They 
tested four people who claimed to have sig-
nificantly better-than-ordinary face recogni-
tion ability, and proved exceptional ability in 
each case.

In their breakthrough paper1, the research-
ers say of their subjects: “They describe their 
face recognition abilities in strong terms. ‘It 
doesn’t matter how many years pass, if I’ve 
seen your face before I will be able to recall it.’ 
(CS) ‘My boyfriend at the time used to call 
me a ‘freak of nature’ when it came to recog-
nising faces.’ (CL). All describe situations in 
which they correctly recognised near strangers 
who they had not seen for years and who had 
since undergone major changes of appearance 
(eg, growing from a child into an adult or 
adopting a radically different hairstyle).”

Research into super recognisers continues in 
academic institutions worldwide and there are 
online tests available to see if you have these 
special powers, such as the one provided by 

Josh Davis and Charlotte Forrest at London’s 
University of Greenwich http://tinyurl.com/
BTT042016featuresa

Harnessing the power
An ability that was at first a curiosity took on 
a new level of importance when law enforce-
ment authorities realised they could harness 
the powers of super recognisers for the greater 
good. Take the case of London police consta-
ble, Gary Collins, who was featured last year 
in the New York Times2. The NYT described 

what happened when Collins walked into a 
police room in North London at the time 
of the infamous August 2011 London riots: 
“Projected on the wall was the blurry silhou-
ette of a man with a black woollen hat pulled 
deep over his forehead and a red bandanna 
covering all but his eyes. Security cameras 
across the city had tracked the man setting 
fire to cars, stealing from shops, beating up 
passers-by, even hurling gasoline bombs. But 
he was always masked. ‘We need to identify 
this fellow,’ the sergeant said. ‘He’s one of the 
worst.’ Collins took one look and said, ‘That’s 
Stephen Prince.’”

The last time Collins had seen Prince was 
a fleeting encounter six years earlier. But his 
exceptional powers meant he could match 
even low-quality and scrappy CCTV or 
photo images to faces he had seen before, on 
the street or in a database, even years earlier. 
Thanks to Collins, Prince was jailed for six 
years. The significance of his ability and that 
of others like him was recognised by Met 
Police Detective Chief Inspector Mick Neville, 

Tim Ring

Humans vs machines: 
the future of facial 
recognition
Tim Ring, journalist

The dream of people discovering they have crime-fighting super-powers is the 
stuff of Hollywood movies like ‘Superman’ and the ‘X-Men’. But the startling fact 
about the individuals known as super recognisers is that their powers are real – 
they are literally living the dream. These people are supremely adept at facial rec-
ognition and their abilities have been harnessed by police to track the criminals 
behind the 2011 London riots and 2015 Cologne sex attacks. Yet in an era when 
humans are used to being bested by machines – witness the IBM super-computer 
that beat chess grandmaster Gary Kasparov and the Google program that recently 
humbled the world champion of the intuitive game ‘Go’ – the abilities of super 
recognisers have outshone current biometric facial recognition systems, raising 
questions about the technology. So what can developers of face recognition  
systems learn from them?

London Metropolitan Police Commissioner Sir Bernard Hogan-Howe (left) presents the force’s Staff 
of the Year award to ‘super recogniser’ Detention Officer Idris Bada.
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Outline 

•  Range of human accuracy 
•  Perceptual accuracy of facial forensic 

examiners 
•  Accuracy of super-recognizers 
•  Measure accuracy of facial forensic examiners 

in their milieu  



Facial Examiner vs Super-recognizer 

•  Two different scenarios 

•  Super-recognizers (The Met) 
–  Familiar face recognition 
–  From memory 
–  Learned faces on their “beat” 

•  Facial Examiners 
–  Unfamiliar face recognition 
–  Compare faces side-by-side 
–  Trained 
–  Tools and methods 



Glasgow Face Matching Test 

Burton, White & McNeill (2010). Behavior Research Methods, 42, 286-291. 

Same or different? 

Question: What is the range of human accuracy? 



Range of Accuracy on GFMT 

GLASGOW FACE MATCHING TEST    287

(Benton, Hamsher, Varney, & Spreen, 1983). This test re-
quires participants to match faces across different views. 
However (and crucially), all images are taken with the 
same camera. The test we present here tackles a different 
problem: matching two images in the same view but taken 
with different cameras. No existing test of face processing 
incorporates this task, perhaps because it has only rela-
tively recently become clear that it is nontrivial. More-
over, the issue of camera change is an important one in 
forensic settings and in everyday verification of photo ID. 
We have argued that it introduces important variability 
that discriminates familiar from unfamiliar face process-
ing (Burton, Jenkins, Hancock, & White, 2005; Jenkins 
& Burton, 2008).

To summarize, the test of face matching described in 
the remainder of this article is intended to complement 
existing tests of face processing, rather than to replace 
any existing tests. It measures performance on a task that 
is not trivially easy and has been shown to correlate well 
with levels of familiarity. Furthermore, it mimics a situ-
ation that is commonly encountered in security settings: 
how to match two unfamiliar face images in similar poses 
but taken with different cameras.

Test Construction
To build a new database of faces, volunteers were re-

cruited through advertising posters in student recreation 
areas of a university. Three hundred four individuals con-
tributed their time in exchange for a small payment. They 
were 172 men and 132 women, with the mean age for men 
being 22.9 years (SD  6.7), and for women 23.2 years 
(SD  7.0). Over the course of a single session, each 
volunteer was photographed in a variety of poses, using 
two different digital cameras. Volunteers were also filmed 
moving between poses and expressions, using a digital 
video camera. Thus, for each volunteer, we have images 
from three different capture devices taken on the same 
day. This large database continues to expand with new vol-
unteers and is available from the authors on request (see 
the Note for details).

The Glasgow Face Matching Test (GFMT) comprises 
168 pairs of faces. For the construction of the test, only 

strated that matching a live person to a photo is no easier 
than matching two photos of the same person (Davis & 
Valentine, 2009; Megreya & Burton, 2008). This suggests 
that the psychological study of face matching addresses a 
problem of practical, as well as theoretical, consequence.

A TEST FOR FACE MATCHING

There are a number of tests of face recognition ability 
already available. However, many of these measure face 
memory rather than matching—for example, the Recog-
nition Memory Test for faces (Warrington, 1984) and the 
Cambridge Face Memory Test (Duchaine & Nakayama, 
2006). Of the available instruments for measuring match-
ing ability, the Benton test is the most commonly used 

A

B

Figure 1. Example test items from the Glasgow Face Matching 
Test. (A) Mismatching pair. (B) Matching pair.

Te
st

 S
co

re
 (%

 C
or

re
ct

)

75

80

85

90

55

60

50

65

70

95

100

0 10 20 30 40 50 60 70 80 90 100

Cumulative Percentage

Figure 2. Cumulative frequency of accuracies for the Glasgow Face Matching Test.

Burton, White & McNeill (2010). Behavior Research Methods, 42, 286-291. 

Regime of  
interest 

Percentage of people below are score 



Two Dimensions of Recognition 

Perceptual 

Low aptitude Super recognizer 
Super matcher 

5
April 2016 Biometric Technology Today

FEATURE

First identified six years ago, the skills of super 
recognisers are effectively the flip side of the 
cognitive disorder known as ‘prosopagnosia’ or 
face blindness – made famous by neurologist 
Dr Oliver Sacks in his book ‘The Man Who 
Mistook His Wife for a Hat’, which featured 
the case of Dr. P who was unable to distin-
guish faces including that of his own spouse. 
Super recognisers are at the opposite end of 
the spectrum and their existence was first 
confirmed in 2009 by Harvard University’s 
Richard Russell and two fellow researchers, 
Brad Duchaine and Ken Nakayama. They 
tested four people who claimed to have sig-
nificantly better-than-ordinary face recogni-
tion ability, and proved exceptional ability in 
each case.

In their breakthrough paper1, the research-
ers say of their subjects: “They describe their 
face recognition abilities in strong terms. ‘It 
doesn’t matter how many years pass, if I’ve 
seen your face before I will be able to recall it.’ 
(CS) ‘My boyfriend at the time used to call 
me a ‘freak of nature’ when it came to recog-
nising faces.’ (CL). All describe situations in 
which they correctly recognised near strangers 
who they had not seen for years and who had 
since undergone major changes of appearance 
(eg, growing from a child into an adult or 
adopting a radically different hairstyle).”

Research into super recognisers continues in 
academic institutions worldwide and there are 
online tests available to see if you have these 
special powers, such as the one provided by 

Josh Davis and Charlotte Forrest at London’s 
University of Greenwich http://tinyurl.com/
BTT042016featuresa

Harnessing the power
An ability that was at first a curiosity took on 
a new level of importance when law enforce-
ment authorities realised they could harness 
the powers of super recognisers for the greater 
good. Take the case of London police consta-
ble, Gary Collins, who was featured last year 
in the New York Times2. The NYT described 

what happened when Collins walked into a 
police room in North London at the time 
of the infamous August 2011 London riots: 
“Projected on the wall was the blurry silhou-
ette of a man with a black woollen hat pulled 
deep over his forehead and a red bandanna 
covering all but his eyes. Security cameras 
across the city had tracked the man setting 
fire to cars, stealing from shops, beating up 
passers-by, even hurling gasoline bombs. But 
he was always masked. ‘We need to identify 
this fellow,’ the sergeant said. ‘He’s one of the 
worst.’ Collins took one look and said, ‘That’s 
Stephen Prince.’”

The last time Collins had seen Prince was 
a fleeting encounter six years earlier. But his 
exceptional powers meant he could match 
even low-quality and scrappy CCTV or 
photo images to faces he had seen before, on 
the street or in a database, even years earlier. 
Thanks to Collins, Prince was jailed for six 
years. The significance of his ability and that 
of others like him was recognised by Met 
Police Detective Chief Inspector Mick Neville, 

Tim Ring

Humans vs machines: 
the future of facial 
recognition
Tim Ring, journalist

The dream of people discovering they have crime-fighting super-powers is the 
stuff of Hollywood movies like ‘Superman’ and the ‘X-Men’. But the startling fact 
about the individuals known as super recognisers is that their powers are real – 
they are literally living the dream. These people are supremely adept at facial rec-
ognition and their abilities have been harnessed by police to track the criminals 
behind the 2011 London riots and 2015 Cologne sex attacks. Yet in an era when 
humans are used to being bested by machines – witness the IBM super-computer 
that beat chess grandmaster Gary Kasparov and the Google program that recently 
humbled the world champion of the intuitive game ‘Go’ – the abilities of super 
recognisers have outshone current biometric facial recognition systems, raising 
questions about the technology. So what can developers of face recognition  
systems learn from them?

London Metropolitan Police Commissioner Sir Bernard Hogan-Howe (left) presents the force’s Staff 
of the Year award to ‘super recogniser’ Detention Officer Idris Bada.



Two Dimensions of Recognition 

Perceptual 

Training 

Low aptitude Super recognizer 
Super matcher 

No training Forensic expert 



Proceedings of Royal Society: B 

rspb.royalsocietypublishing.org

Research
Cite this article: White D, Phillips PJ, Hahn
CA, Hill M, O’Toole AJ. 2015 Perceptual
expertise in forensic facial image comparison.
Proc. R. Soc. B 282: 20151292.
http://dx.doi.org/10.1098/rspb.2015.1292

Received: 31 May 2015
Accepted: 5 August 2015

Subject Areas:
cognition

Keywords:
visual expertise, face recognition,
person identification, biometrics,
forensic science

Author for correspondence:
David White
e-mail: david.white@unsw.edu.au

Perceptual expertise in forensic facial
image comparison
David White1, P. Jonathon Phillips2, Carina A. Hahn3, Matthew Hill3

and Alice J. O’Toole3

1School of Psychology, The University of New South Wales, Sydney, New South Wales 2052, Australia
2National Institute of Standards and Technology, 100 Bureau Drive, MS 8940, Gaithersburg,
MD 20899, USA
3The University of Texas at Dallas, Richardson, TX 75080, USA

Forensic facial identification examiners are required to match the identity of
faces in images that vary substantially, owing to changes in viewing conditions
and in a person’s appearance. These identifications affect the course and out-
come of criminal investigations and convictions. Despite calls for research on
sources of human error in forensic examination, existing scientific knowledge
of face matching accuracy is based, almost exclusively, on people without
formal training. Here, we administered three challenging face matching tests
to a group of forensic examiners with many years’ experience of comparing
face images for law enforcement and government agencies. Examiners outper-
formed untrained participants and computer algorithms, thereby providing
the first evidence that these examiners are experts at this task. Notably, com-
putationally fusing responses of multiple experts produced near-perfect
performance. Results also revealed qualitative differences between expert
and non-expert performance. First, examiners’ superiority was greatest at
longer exposure durations, suggestive of more entailed comparison in forensic
examiners. Second, experts were less impaired by image inversion than non-
expert students, contrasting with face memory studies that show larger face
inversion effects in high performers. We conclude that expertise in matching
identity across unfamiliar face images is supported by processes that differ
qualitatively from those supporting memory for individual faces.

1. Introduction
Proliferation of CCTV, mobile image capture and face recognition technology
entails a critical role for facial images in modern forensic identification. As a
result, facial image comparison is a major source of evidence in criminal investi-
gations and trials [1,2], and wide deployment of automatic recognition systems
over recent years has been accompanied by substantial gains in reliability [3].
Importantly, forensic applications of this biometric software—as with automatic
fingerprint recognition systems—are configured to provide lists of potential
matches according to the computed scoring metric. For final identity judgements,
such as those provided as evidence in court, trained facial forensic examiners
adjudicate suspected matches [1,2,4]. Given this reliance, and evidence of
DNA-based exonerations owing to errors in forensic judgements [5], there is a
pressing need for research that can benchmark the skills of examiners relative
to untrained humans and computer-based face recognition systems [6].

There is striking evidence that untrained individuals perform poorly on the
apparently straightforward task of matching the identity of an unfamiliar face
across two different images [7–11]. Even under optimal matching conditions
in laboratory tests conducted using images that are taken on the same day, in
the same neutral pose, and under similar environmental conditions; error
rates for untrained individuals are in the range of 20–30% [8,9]. In suboptimal
capture conditions when environmental factors are unconstrained, such as
when matching between CCTV footage and high-quality mug-shots, perform-
ance can approach chance [10]. Moreover, in field tests conducted outside of the

& 2015 The Author(s) Published by the Royal Society. All rights reserved.
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Motivation and Goals   

•  Motivation 
–  Forensic 1-to-1 Comparison 

•  Testify in court 
–  Meet Daubert criteria (US legal system) 

•  Goals 
–  Performance of forensic examiners 

•  Comparison to population 



 
•  Human subject raters respond… 

–  1. sure they are the same person 
–  2. think they are the same person 
–  3. not sure 
–  4. think they are not the same person 
–  5. sure they are not the same person 

Perceptual Test 



Questions Asked  

•  Are forensic examiners better than the general 
population? 

•  Does time looking at a face matter? 

•  Do examiners look at more than the face? 

•  Do examiners recognize faces differently? 



Basics 

•  6 May 2014 Facial Identification Scientific 
Working Group Meeting, Quantico VA 
–  27 Examiners (international group) 
–  14 Non-examiners (controls) 

•  UNSW 
–  32 Student volunteers (students) 



Three Tests — Six  Tasks 

•  Glasgow Face Matching Test 
•  Expertise in Facial Comparison Test 

–  2 second and 30 second exposure time 
–  Upright and inverted faces 

•  Person Identification Test 



Expertise in Facial Comparison Test 

Match Non-match 

Upright 
2 Sec & 30 Sec 

Inverted 
2 Sec & 30 Sec 

Question: Does time looking at a face matter? 



Expertise in Facial Comparison Test 

Match Non-match 

Upright 
2 Sec & 30 Sec 

Inverted 
2 Sec & 30 Sec 

Question: Do examiners process faces differently? 



Creation of Expertise in Facial 
Comparison Test 

Stratification 
By 

Algorithms 

Student  
Human 

Performance 

Select Select 
Image pairs 

for 
EFCT 

The Good, Bad, and Ugly Face Challenge 

Good Ugly Bad 



Person Identification Test 

Question: What is the role of the body? 





Area Under Curve (aROC) 



Glasgow Face Matching Test—Results  

•  Examiner > Normative  t (219) = 6.35; p = 0.00001  
•  Control > Normative     t (206) = 2.77; p = 0.006  
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Expertise in Facial Comparison Test—
Results with aROC 

Answers: 30 seconds better than 2 seconds 

                 Order of Examiners, Controls, Students 

                 Upright better than Inverted 

 



Person Identification Test—Results  

Person Identification Test 

Answers: Examiners appear to use all information 

                 Order of Examiners, Controls, Students 



Fusing Human Ratings 

2	 1	 4	 2	

2.25	



Fusing Human Ratings 
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Overall Results 

•  On all six tasks, ordering of performance by 
area under the ROC 

•  Statistical inference 
–  Examiners > Controls 
–  Controls > Students 
–  Wilcox sign test, (t(5) = 4.85, p-value = .0313)]  



Conclusions for Perceptual Study 

•  Examiners out perform general population 
•  Order of accuracy: Examiners, Controls, and 

Students 
•  Time matters  

–  30s better than 2s 

•  Face and person recognition 
–  All identity cues 

•  Fusion is effective 
•  Experiments suggest that examiners 

recognize face differently 
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Abstract
Face recognition is used to prove identity across a wide variety of settings. Despite this,
research consistently shows that people are typically rather poor at matching faces to pho-
tos. Some professional groups, such as police and passport officers, have been shown to
perform just as poorly as the general public on standard tests of face recognition. However,
face recognition skills are subject to wide individual variation, with some people showing
exceptional ability—a group that has come to be known as ‘super-recognisers’. The Metro-
politan Police Force (London) recruits ‘super-recognisers’ from within its ranks, for deploy-
ment on various identification tasks. Here we test four working super-recognisers from
within this police force, and ask whether they are really able to perform at levels above con-
trol groups. We consistently find that the police ‘super-recognisers’ perform at well above
normal levels on tests of unfamiliar and familiar face matching, with degraded as well as
high quality images. Recruiting employees with high levels of skill in these areas, and allo-
cating them to relevant tasks, is an efficient way to overcome some of the known difficulties
associated with unfamiliar face recognition.

Introduction
Face recognition is a fundamental part of our everyday lives. We can recognise familiar faces
over a very wide range of settings, including visually difficult conditions such as poor lighting
or degraded images [1]. However, our ability to recognise familiar people does not generalise
well to unfamiliar faces. It has been known for many years that eyewitness identification is
highly error-prone (see [2] for a review). More recently, it has become clear that facematching
is also very difficult for unfamiliar viewers. Even with no requirement to remember anything,
viewers find it very difficult to match two photos of the same person even when these are taken
on the same day, in good lighting, and when there are no time-restrictions [3–7]. The difficulty
of unfamiliar face matching extends into real life settings; in modern society, we are often
asked to prove our identity by presenting photo-ID. However, viewers find it very difficult to
match a live face to a photo or video, making many errors [8–10].

Face recognition, and particularly unfamiliar face matching, is also a key part of forensic
and security operations. To cross national borders we often have to present a passport (with
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Fig 2. Performance of police super-recognisers and comparison viewers. 

Mean accuracy of super- 
recognizers 95.8% on GFMT 



Glasgow Face Matching Test—Results  

•  Examiner > Normative  t (219) = 6.35; p = 0.00001  
•  Control > Normative     t (206) = 2.77; p = 0.006  
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Two Dimensions of Recognition 

Perceptual 
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Next Facial Forensic Study 

•  Measure performance of Forensic Facial Examiners 
using their tools and process(es). 

•  Examiners can use lab procedures, tools, methods, 
resources, and time schedule (more or less). 

LAB PROCESS 
“BLACK BOX” 

Score 



The Black-box Team 

•  NIST 
–  Dr. P. Jonathon Phillips 
–  Amy Yates 

•  U of Texas at Dallas 
–  Prof. Alice J. O’Toole 

•  U of New South Wales 
–  Dr. David White 



Overview of Black-box Study 

•  This is an overview 
–  Details of the study are in the NIST approved 

consent form 

•  Status: Recruiting 
–  Volunteers from FOUR continents 



General Rules 

•  Survey questionnaire 

•  7 point comparison scale 

•  5 point difficulty of comparison scale 

•  20 pairs of face images 

•  3 months to complete comparisons 

•  Option to get performance on the test 



Three Subject Groups 

•  Facial forensic examiners 

•  Non-examiner face experts 

•  Fingerprint examiners with no face experience 



Comparison Scale 

+3  The observations strongly support that it is the same person 
+2  The observations support that it is the same person 
+1  The observations support to some extent that it is the same        

 person 
 0  The observations support neither that it is the same 

 person nor that it is different persons 
-1  The observations support to some extent that it is not the same 

 person 
-2  The observations support that it is not the same person 
-3  The observations strongly support that it is not the same 

 person 



Difficulty of Comparison 

Easy    The comparison was easier than most facial  
  comparisons. 

 
Moderate  The comparison was a typical facial comparison. 
 
Difficult  The comparison was more difficult than most facial 

  comparisons. 
 
Very difficult  The comparison was unusually difficult, involving 

  significant photometric, illumination, or pose changes, 
  other red flags. 

 
Not possible  The comparison was virtually impossible, due to a lack 

  of detail in the image(s). 



How Do I Participate? 

•  We are Recruiting and Enrolling 

•  Recruiting email to IBPC attendees 

•  Interested participants please email me 
–  jonathon@nist.gov 



Questions 


